Ransomware Rescue

How to recognize and avoid a
data hostage situation

Threats seem innocent when they arrive from seemingly
trusted sources via:

Email Internet PDF

But one click can let an infection into their entire network.
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A ransomware infection means:

Temporary or permanent data loss

Little or no access to systems and applications
Disruption to your regular operations

Financial loss

Harm to their organization’s reputation
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PROTECT YOURSELF AND YOUR CUSTOMERS
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Check emails carefully before opening them

YOUR RANSOMWARE PREVENTION
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Ensure customers stick to
trusted sites and watch out
for scams (like "you're a
winner!" banners)

Patch every device to keep
up with security updates

Advise customers to close
popups asking them to update
account information or install
applications they didn't request

Heed all warnings and act on
alerts from your antivirus or
endpoint detection and
response solution

Back up all critical files often, Ask customers to bookmark
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preferably off-site—all on-site
backups connected to the
network are vulnerable

Train customers to be wary of
email attachments, like bogus
shipping receipts

their favorite web pages to
avoid visiting a fake site due to
a misspelling (i.e., gogle.com)

If you think your customer has been
infected, unplug their computer from

the network before troubleshooting.
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Fight Back Against Ransomware

SolarWinds MSP can arm you with the tools to help you tackle
ransomware threats, including patch management, antivirus, EDR,
mail protection, backup, and more

solarwindsmsp.com/products
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